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AWS Identity and Access Management (IAM)
Overview

Here we'll cover what AWS Identity and Access Management (IAM) is. With AWS Identity and
Access Management (IAM), you can specify who or what can access services and resources in
AWS, centrally manage fine-grained permissions, and analyze access to refine permissions across
AWS. We'll cover what IAM users, groups, roles, and policies are and | will show how to audit these
resources. While this will not be an exhaustive look at the topic, it will get you started on the
journey to learning more.

AWS IAM Users and Groups

IAM can be used to create users, groups, roles, and policies. We're going to start here with
creating users and groups. The first thing you do when you create an AWS account is create a root
user for the account. The root account has full access over all aspects of the account. It’s an IAM
best practice to create individual users and to not use the Root account after initial creation. Here
is a brief overview of what users, groups, and policies are in AWS:

e Root User - initial user created when opening an AWS account - this is mandatory.

e IAM users are individual accounts (principals).

e |AM accounts can be authenticated with passwords (AWS Console) or API keys (Programmatic
access).

e Groups are collections of users. Users can be members of up to 10 groups.

e You can assign permissions to all members of the group by attaching IAM policies (policies are
permissions you're providing).

e Upto 5000 individual user accounts can be created. Users have no permissions by default.

When creating groups, consider the job functions for the groups. For example, people in HR will
need access to different resources than those in an Administrators group. Keep in mind that users
can be a part of 10 Groups total. After you decide the function of the group, you will need to
attach a policy to it. Keeping in mind the security principle of least privilege access, apply the
policy that provides this so that all the users in the group are provided the adequate level of
access necessary to complete their work.

Note: By default, AWS implements the principle of least privilege access on resources. All access
is denied by default and needs to be explicitly allowed. IAM is the gatekeeper that validates who



you are assesses whether you should be allowed to access a specific resource. Users, groups, and
roles define the identity and policies define the permissions.

While we are not going to go through the process of creating the root account, there is a
walkthrough of how to do this on the AWS site here
<https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-
account/>. Now, with the root account already created, let's get to creating 2 new users
(Operations-Eddie and HR-Edna) and 2 new groups (Operations and HR) where we will place our

usersin to.
1. TypeinlAM in the search menu and select IAM under Services.

aws i5% Services Q iaml

Search results for 'iam’
Other helpful queries:

Features (19)

Services

Resources - New

Blogs (1,497) PA¢

Documentation (118,605) Manage access to AWS resources

Knowledge Articles (30)

@ w

Tutorials (2) . L.
Manage workforce user access to multiple AWS accounts and cloud applications

Events (12)

Marketplace (407)

2. Onthe left, choose Users and then select the Add users option.

2] PaN ®@ Global ¥

[Option+S]

Id entity and Access x © Introducing the new Users list experience
We've redesigned the Users list experience to make it easier to use. Let us know what you think.

Management (IAM)

Q. Search IAV

IAM > Users
Dashboard

¥ Access management Users (0) info
ntials that is used to interact with AWS in an account

User groups
Q Findus 1 ®
Roles
Policies User name ~  Groups ¥ Lastactivity v MFA ¥ Password age ¥ Active key age v
Identity providers .
No resources to display

Account settings

3. Typein the new username. Operations-Eddie is the account we are creating here. We will not
enable AWS Management Console access for this account and we'll walk through the process
of creating access keys for programmatic access later in this tutorial.

IAM > Users ) Create user

o Specify user details

Specify user details

. User details
Set permissions
steps User name
Review and create Operations-Eddig]
"The User name can have Up to 64 characters. Valid characters: A-Z, a-2, 0-9, and + =, . @ _ - (hyphen) We will only provide programmatic access for
these two accounts (I will show how to generate
] Enable console access - optional < the command line credentials shortly) . If we desire
Enables a password that allows users to sign in to the AWS Management Console. to provide GUI access via the AWS Management
Console, we select this option.

@ For programmatic access, you can generate access keys after you create the user. Learn more [2

cancet IS



4. Since we do not have any groups yet created, we will add them later. In the meantime,
select Add user to group and select next.

IAM > Users > Create user

Step 1
Specify user details

Step 2
Set permissions

Step3
Review and create

Set permissions

Add user to an existing group o create a new one. Using groups is a best-practice way to manage user's permissions by job functions. Learn more [2

Permissions options

© Add user to group
Add user to an existing group, or create a new group. We
recommend using groups to manage user permissions by job
function.

O Copy permissions
Copy all group memberships, attached managed policies, and inline
policies from an existing user.

O Attach policies directly
Attach a managed policy directly to a user. As a best practice, we
recommend attaching policies to a group instead. Then, add the user
to the appropriate group.

Get started with groups

creategroun |

Create a group and select policies to attach to the group. We recommend using groups to manage user permissions by job function, AWS service access, or custom permissions.

Learn more [2

» Permissions boundary - optional

Set a permissions boundary to control the maximum permissions for this user. Use this advanced feature used to delegate permission management to others. Learn more [

Cancel l Previous -

5. At this point you will be provided a summary for the user. If everything looks good,
choose Create user.
Note: | will not walk through the process of creating the additional user

IAM > Users ) Create user
Step 1

Specify user details

Step 2
Set permissions

Step 3
Review and create

| Review and create |

Review your choices. After you create the user, you can view and download the autogenerated password, if enabled.

User details

User name Console password type

Operations-Eddie None

Permissions summary

Name [4 v Type v

No resources

Require password reset
No

Used as v

Tags - optional

‘Tags are key-value pairs you can add to AWS resources to help identify, organize, or search for resources. Choose any tags you want to associate with this user.

No tags associated with the resource.

Add new tag

You can add up to 50 more tags.

Cancel

Previous

6. Now let's create the group and add our users to each respective group. Now select User
groups from the left hand menu and choose Create group.

Identity and Access x
Management (IAM)

Q Search IAM

Dashboard

¥ Access management

Users

Roles
Policies
Identity providers

Account settings

IAM > User groups
User groups (0) info
A user group is a collection of IAM users. Use groups to specify permissions for a collection of users.

Q Filter User groups by rty or group name

Group name v Users v Permissions

No resources to display

) Delete

A4 Creation time v



7. Here we will create the group name of Operations and add Operations-Eddie to the
group.

Identity and Access x I IAM > Usergroups » Create user group I
Management (IAM)

Create user group

Q. Search IAM Name the group

Dashboard

User group name
¥ Access management Enter a meaningful name to identify this group.

Users

Roles
Policies

Identity providers

. Add users to the group - Optional (Selected 1/2) info o
Account settings d
An |AM user is an entity that you create in AWS to represent the person or application that uses it to interact with AWS. A
user can belong to up to 10 groups.
¥ Access reports e e
Access analyzer Q_ Search 1 &
Archive rules
Analyzers -] User name (% ¥ Groups Last activity ¥ Creation time v
Settings HR-Edna 0 None Now
Credential report
I Operations-Eddie I 0 None 1 minute ago
Organization activity

Service control policies (SCPs)

8. While we will delve in to policies later in this article, we will attach the AWS managed
AmazonS3FullAccess policy to the Operations group. This will effectively provide full
access permission to S3 for members of this group. You can simulate and audit this
access via multiple tools (e.g. Access Analyzer, Access Advisor, Simulate, etc.) within AWS
IAM if you desire to assess this and tighten up permissions in the future.

Attach permissions policies - Optional (Selected 2/810) info =) Create policy (2
You can attach up to 10 policies to this user group. All the users in this group will have
permissions that are defined in the selected policies.

Q Filter policies by property or policy name and press enter. 9 matches 1 &
"s3" X Clear filters
-] Policy name (' v Type v Description
AmazonDMSRedshiftS3Role AWS managed Provides access to manage S3 settings for Redshi...
=] AmazonS3FullAccess AWS managed Provides full access to all buckets via the AWS Ma...
AmazonS3FullAccess @) Copy
Provides full access to all buckets via the AWS Management Console.
1-
2 '2012
3 : L
4 {
5 : 11 s
6 N
7 o
8
9 1,
10
11 }
12 ]
13 3

While I did not provide a full walkthrough for each user and group, you got to see a single
example for each. Let's take a look at how to provide programmatic access and then move on
to policies!



1. Select the user you need to create programmatic access for. This will allow the user to
use the command line interface to interact with the services you provisioned access to.

IAM > Users » HR-Edna

HR-Edna

Summary

ARN Console access Access key 1
O ar i /HR-Edna Disabled Not enabled

Created Last console sign-in Access key 2
February 13, 2023, 15:15 (UTC-05:00) - Not enabled
Permissions Groups (1) Tags Security credentials Access Advisor

2. Scroll down on the page and find Access keys and select it.

Access keys (0)

Use access keys to send programmatic calls to AWS from the AWS CLI, AWS Tools for PowerShell, AWS SDKs, or direct AWS API calls. You can have a maximum of two access keys (active or inactive) at a time. Learn more (2

Create access key

No access keys

As a best practice, avoid using long-term credentials like access keys. Instead, use tools which provide short term credentials. Learn more ('

Create access key

3. You can see AWS suggests alternative methods for accessing resources at the bottom of
the page, but in this example we will choose Command Line Interface (CLI) and select
Next.

Access key best practices & alternatives

Avoid using long-term credentials like access keys to improve your security. Consider the following use cases and alternatives.

© Command Line Interface (CLI)
You plan to use this access key to enable the AWS CLI to access your AWS account.

O Local code

You plan to use this access key to enable application code in a local development environment to access your AWS account.

O Application running on an AWS compute service
You plan to use this access key to enable application code running on an AWS compute service like Amazon EC2, Amazon ECS, or
AWS Lambda to access your AWS account.

(O Third-party service
You plan to use this access key to enable access for a third-party application or service that monitors or manages your AWS
resources.

(O Application running outside AWS
You plan to use this access key to enable an application running on an on-premises host, or to use a local AWS client or third-party
AWS plugin.

O oOther

Your use case is not listed here.

A Alternatives recommended
e Use AWS CloudShell, a browser-based CLI, to run commands. Learn more ('

e Use the AWS CLI V2 and enable authentication through a user in 1AM Identity Center. Learn more ('

I understand the above recommendation and want to proceed to create an access key.




4. | did not define a tag on the next screen and selected Create access key

Set description tag - optional

The description for this access key will be attached to this user as a tag and shown alongside the access key.

Description tag value
Describe the purpose of this access key and where it will be used. A good description will help you rotate this access key confidently later.

| |

Maximum 256 characters. Allowed characters are letters, numbers, spaces representable in UTF-8,and: _.:/=+-@

Cancel Create access key

5. At this time choose to Download .csv file which contains the credentials. You can also
view the secret access key - it will not be visible in the AWS Console from this point
forward, which is why it is important to save the csv file unless you plan to use the
credentials yourself. You may be asking yourself - since this file contains sensitive
credentials, why would | want to save it locally non-encrypted! Good point! This is why
using MFA and other technologies is important to making sure you have a secure setup.
While this is not a discussion | will make here, there are other methods to provision
access that are more secure.

Retrieve access keys

Access key

If you lose or forget your secret access key, you cannot retrieve it. Instead, create a new access key and make the old key inactive.

Access key Secret access key
3 AKIneoRReussseNmSQ5S *hkrERRRRRERRE Show

Access key best practices

« Never store your access key in plain text, in a code repository, or in code.
« Disable or delete access key when no longer needed.
* Enable least-privilege permissions.

* Rotate access keys regularly.

For more details about managing access keys, see the Best practices for managing AWS access keys.

I Download .csv file I

AWS IAM Roles

An IAM role is an IAM identity that has specific permissions tied to it. Roles are assumed by users,
applications, and services. Once assumed, the identity becomes the role to gain the role's
permissions. This eliminates the need to assign an individual all the permissions for the task and



instead they can be assigned a specific role that contains all the necessary permissions and use it
instead to accomplish what they need to.

e Helpful to give temporary permissions for a specific task

e Allow a user/application to perform many actions in a different account
e Permissions expire over time

e Common roles: EC2 Instance Roles

e Common roles: Lambda Function Roles

e Common roles: Roles for CloudFormation

I'll walk through creating a role and showing how to apply it to an EC2 instance. When users
connect or use that instance, they will be able to access the resources permissions were
granted for without having to enter their aws credentials in the EC2 instance to do so. Let's

go!

1. Let's browse to Roles in IAM and Create role

Management (IAM)
@ Role deleted babagogo.

Identity and Access PRl © New! Securely access AWS services from your data center with IAM Roles Anywhere. Learn more

Q Search IAM IAM > Roles
Dashboard [r—
Roles (16) info O] Delete Create role
¥ Access management An IAM role i an identity you can create that has specific permissions with credentials that are valid for short durations. Roles can be —_—

assumed by entities that you trust.
User groups

Users Q Search <1 > @
- Role name ¥ Trusted entities Last activity v
Policies
Identity providers QuickSetup AWS Service: ssm
Account settings
QuickSetup AWS Service: ec2
¥ Access reports
ileSystem AWS Service: elasticilesystem (Service-Linked Role)
Access analyzer
Archive rules AWSServiceRoleForAmazoninspector AWS Service: inspector (Service-Linked Role)
Analyzers AWSServiceRoleForAmazonSSM AWS Service: ssm (Service-Linked Role)
Settings
AWS Service: events.workmail (Service-Linked Role) 96 days ago
Credential report
Organization activity AWSServiceRoleForAutoScaling AWS Service: autoscaling (Service-Linked Role)
Service control policies (SCPs) AWSServiceRoleForConfig AWS Service: config (Service-Linked Role) 25 minutes ago
AWSServiceRoleForECS AWS Service: ecs (Service-Linked Role)

2. Out next screen shows the options we have available. We will choose AWS service and
EC2.

IAM > Roles > Create role
Sen ) Select trusted entity o
Select trusted entity

Trusted entity type

Step2

O AWS service AWS account Web identity
Allow or others ing to

SAML 2.0 federation Custom trust policy
ed w Sreate a custom trust policy to en

perform actions in

Use case
Allow an AWS service like EC2, Lambda, or others to perform actions in this account.

Common use cases

Use cases for other AWS services:

Choose a service to view use case v




3. We will grant multiple permissions to this role.

IAM > Roles > Create role

:;I:ct trusted entity Add permissions .
Step 2
Add permissions Permissions policies (Selected 2/816) nfo ) e R
Choose one or more policies to attach to your new role.
Step3 Q Filter policies by property or policy name and press enter. 9 matches <1 > ®
“iam" Clear filters
e Policy name (' - Type ¥ Description
N AWSQuickSightListAM AWS m... Allow QuickSight to list IAM entities
7] i icCreden AWS m... Allows an IAM user to manage their own Service Specific Credentials.
W IAMFullAccess AWS m... Provides full access to IAM via the AWS Management Console.
il IAMUserChangePassword AWS m... Provides the ability for an IAM user to change their own password.
W IAMReadOnlyAccess IAWS m... Provides read only access to IAM via the AWS Management Console.
Wil IAMUserSSHKeys AWS m... Provides the ability for an IAM user to manage their own SSH keys.
il IAMAccessAdvisorReadOnly AWS m... This policy grants access to read all access information provided by IAM access advisor such as service last accessed inform...
il IAMAccessAnalyzerReadOnlyAccess AWS m... Provides read only access to IAM Access Analyzer resources
W IAMAccessAnalyzerFullAccess AWS m... Provides full access to IAM Access Analyzer
» Set permissions boundary - optic Info

Set a permissions boundary to control the maximum permissions this role can have. This is not a common setting, but you can use it to delegate permission management to others.

Cancel Previous

4. Give a name to the new role.

IAM > Roles > Create role

Step 1 Name, review, and create

Select trusted entity

Step2 Role details
Add permissions

Role name
Step3 Enter a meaningful name to identify this role.

Name, review, and create JAM-Role-for-Ec2|

Maximum 64 cha

Use alphanumeric and "

Description
/Add a short explanation for this role.

Allows EC2 instances to call AWS services on your behalf.

anumeric and '+=,.@-_" characters.

Maximum 1000 characters. Use al

Step 1: Select trusted entities Edit

15g
2 "Version": "2012-10-17",
3~ "Statement": [

4- {

{

10~ "Service": [

il "ec2.amazonaws . com
12 1

Step 2: Add permissions Edit

5. Here we can see the 2 permission sets we provided to the Role. Now we will Create rule
and then move to EC2 to attach the role to an instance.

Step 2: Add permissions Edit

Permissions policy summary

Policy name (&' Z Type 4 Attached as 4

IAMReadOnlyAccess AWS managed Permissions policy

AmazonS3FullAccess AWS managed Permissions policy




Tags

Add tags - optional nfo
Tags are key-value pairs that you can add to AWS resources to help identify, organize, or search for resources.

No tags associated with the resource.

Add tag

You can add up to 50 more tags

Cancel Previous Create role

6. Browse to EC2

aws 2% Services

Identity and Acdg Search results for 'ec2’
Management (1A
Services

Features (51)

) Tr

Q Search IAM Resources | New L W
Virtual Servers in the Cloud

Dashboard Blogs (1,906)

Documentation (128,152) @ -«
~

¥ Access management

Knowledge Articles (30) A managed service to automate build, customize and deploy OS images
User groups
Users Tutorials (20)
A,
Roles Events (28) Q W
Continual vulnerability management at scale
Policies Marketplace (2,066)

Identity providers
s (8/ i{-?

Account settings Central management of firewall rules

¥ Access reports
Access analyzer Features

Archive rules

7. Select the instance you want to apply the role to. Here is how you attach it to the EC2

instance.
’ C ‘ ’ Connect l l Instance state ¥ Actions a -
1 &
View details
Alarm status | Availability Zon v | Elastic
Manage instance state
No alarms us-east-le =

Instance settings

Networking

Security

Image and templates

Modify IAM role Monitor and troubleshoot

vy Vv v Vv V¥




8. Now that we are complete, let's use the built-in SSH Connect to connect and run some
commands on the instance. | first want to show that no access credentials have been
entered in the the Instance. However, we are able to list users and list buckets while
logged in with the ssh credentials of ec2-user. So anyone who logs in to this instance with
those credentials - or if another account is created on the instance - they will be able to
run the same commands. The final command | am denied access. The reasons for this is
that | deleted the s3 permissions in the role and this effectively removed those
permissions immediately. Keep in mind this can be a very risky action if you do not
understand what the permissions govern in the role - if this was an automated order
process being done via a web front end on the ec2 instance, this action could prevent
orders from running or data from being retrieved. | just want to mention this as it could
cause problems in a production environment.

Amazon Linux 2 AMI

https://aws.amazon,.com/amazon-linux-2/

16 package(s) needed for security, out of 16 available
Run "sudo yum update" to apply all updates.
[ec2-user@ip-172-31-62-198 ~]$ aws configure

AWS Access Key ID [None]l: “C
[ec2-user@ip-172-31-62-198 ~]$ aws iam list-users --output text|cut -f 6
HR-Debbie

[ec2-userf@ip-172-31-62-198 ~]$ aws s3 1s

2020-10-25 01:13:33

2020-06-22 02:29:17

2020-06-22 02:34:23

AADI AN AT A1.33.90

[ec2-user@ip-172-31-62-198 ~]$ aws s3 1ls

An error occurred (AccessDenied) when calling the ListBuckets operation: Access Denied
[ec2-user@ip-172-31-62-198 ~]$ ||

Here we will go in to deeper detail on AWS identity-based policies (which are attached to an IAM
user, group, or role) and explain the nuances of a policy. An AWS policy is a document which
defines one or more permissions and define who has access, as well as what actions can be done
and under which conditions. Let's first start with the couple different types of policies we will
show in the images (additional examples are provided, below) :

1. AWS Managed Policies -these policies are created and maintained by AWS.
a. Purpose built for specific job actions/functions.
b. Can change at any time - customer cannot change policy.



2. Customer Managed Policies - these policies are created and maintained by customer.
a. You define what you would like to allow and disallow.
b. lwill often copy an AWS Managed Policy and modify it for my own needs.

1. In order to access the policies, go in to IAM and select Policies from the left hand menu as

highlighted below. I've highlighted the AmazonEC2FullAccess policy - many additional

policies are available here for use. The majority are AWS Managed Policies, unless you have

created a lot of Customer Managed Policies.

@

AlexaForBusinessGatewayExecution AWS managed None Provide gateway execution access to AlexaForBusin...

Identity and Access x
Management (IAM) AmazonElasticTranscoder_ReadOnlyAccess AWS managed None Grants users read-only access to Elastic Transcoder ...
AmazonRDSFullAccess AWS managed None Provides full access to Amazon RDS via the AWS M...
Q. Search IAM SupportUser AWS managed - job functi... None This policy grants permissions to troubleshoot andrr....
Dashboard B ¥ AmazonEC2FullAccess AWS managed Permissions policy ... Provides full access to Amazon EC2 via the AWS Ma...
v Access management AmazonEC2FullAccess @) Copy
User groups Provides full access to Amazon EC2 via the AWS Management Console.
Users 1~
Roles 3 " AL
- : !

Identity providers

Account settings 3 }

v Access reports

Access analyzer

Archive rules
Analyzers
Settings

Credential report

T T T T
CRENE-NTRN S

Organization activity 20

Service control policies (SCPs)

Related consoles
1AM Identity Center (2 ()

2. Below | share 2 different policies. The first is a customer managed policy for billing and the
2nd example is an AWS managed policy which has some different actions defined from my

custom policy. Let's go over some of the components in this JSON policy:

e Version: 2012-10-17. This is the current version of the policy language. This should not be
changed - if it is, it will break the policy.

e Statement: The Statement element is the main element for a policy. This element is required.

The Statement element can contain a single statement or an array of individual statements.

e Effect: This element is required and specifies whether the statement results in an Allow or an

explicit Deny.

e Action: The Action element describes the specific action or actions that will be allowed or

denied.

e Resource: The Resource element specifies the object or objects that the statement covers. This

can be defined for specific ARNs - S3 bucket, object in a bucket, etc.

e Note: This is a very brief overview (see link AWS IAM JSON policy elements reference for many

more examples and further elaboration)

® Custom-Billing Customer managed None
Custom-Billing @ Copy

1-{

Edit




=] Billing AWS managed - job function Permissions policy (1) Grants permissions 1

Billing ) Copy

Grants permissions for billing and cost management. This includes viewing account usage and viewing and modifying budgets and payment methods.

Here are some other examples of policies that | did not go into:

Organization Service Control Policy (SCP): Defines the max permissions that can be granted by
any identity or resource-based policy within the entire org

Resource-based policy: Attached to a resource like S3, EC2, etc

Identity-based policy: Attached to an identity (shown here)

Inline Policies: applied to one group or one user. This is embedded in an IAM identity (a user,
group, or role). Usually you want to avoid using these, but in some cases these are useful.
Session policy: Limited permissions for a session

Permissions boundary: Defines the maximum permissions that can be granted to a specific
principal

Trust policy: is also an example of a resource- based policy

The options that can be used in policies can be quite vast! | will revisit this in the future where
| will go in to more detail and depth on configuring and using policies. For now, let's move on
to viewing some of things we can determine from the command line.

Here are some basic commands with highly redacted content.

List users and groups:

aws iam list-users --output text|cut -f 6
aws iam list-groups --output text|cut -f 5

securitylearninghub >aws iam list-users --output text --profile seclearninghub|cut -f 6

betty



HR-Edna
Operations-Eddie

securitylearninghub >aws jam list-groups --output text --profile seclearninghub|cut -f 5
HR
Operations

To generate and then obtain a credential report:

e aws iam generate-credential-report
e aws iam get-credential-report --output text --query Content|base64 -d

For a much more exhaustive list of useful commands, see my website reference here:

https://www.securitylearninghub.com/#!aws-cli.md

Here are some IAM best practices to keep in mind as you move forward with using AWS IAM:

Lock away your AWS account root user access keys

Create individual IAM users

Use groups to assign permissions to IAM users

Grant least privilege

Get started using permissions with AWS managed policies
Use customer managed policies instead of inline policies
Use access levels to review |AM permissions

Configure a strong password policy for your users

Enable MFA

Use roles for applications that run on Amazon EC2 instances
Use roles to delegate permissions

Do not share access keys

Rotate credentials regularly

Remove unnecessary credentials

Use policy conditions for extra security

Monitor activity in your AWS account - think CloudTrail and Access Analyzer

We covered the basics of AWS IAM and went over how to view accounts and groups via the AWS
Command Line. AWS IAM is an exhaustive topic and significantly more complicated than the brief
look we had of it here. There are resources | provided in order for your to further your learning on
this topic so enjoy reviewing those. Hope you enjoyed this article - please contact us at
admin[at]securitylearninghub[dot]lcom with any comments or questions.

AWS IAM Policies and permissions:
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html


https://www.securitylearninghub.com/#!aws-cli.md

AWS IAM Policy Evaluation:
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.htm

AWS Amazon Resource Names (ARNSs) :https://docs.aws.amazon.com/general/latest/gr/aws-arns-
and-namespaces.html

AWS IAM JSON policy elements reference:
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS Command Line - Useful Commands: https://www.securitylearninghub.com/#!aws-cli.md



